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1 Copyright and Confidentiality

This Document is Created by MOHAP with the understanding that the technical design and

Information contained herein in this document shall not be disclosed to any unrelated person or authority that is

not eligible for MOHAP online services.
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2 Document management & Version Control

2.1 Document History

Version

Author

Revision Notes

1.0

15-Sep-2019

Tarek Gamal

MOHARP IT Department
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3 Executive Summary

MOHAP IT Department, Dubai, develops this Document.

The MOHAP IT Department Located in Dubai intends to automate and document the business requirements,

processes and activities done by the MOHAP departments.

MOHARP IT Department has a strong and long experience in eservices development.
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4 Definitions & Abbreviations

Item Description
MOHAP Ministry of Health and Prevention, United Arab Emirates, MOHAP is the Service Provider
IT MOHARP IT Department

Business Services,
Establishment or

Est.

Pharmaceutical establishments or medical facilities Hospitals.
Users allowed to request for establishment services as
Licensing of Establishment and its technical staff

Sick leave attestation

Medical Advertising

Individual Services

Services which can individuals use as sick leave and medical Professionals evaluation or

good standing...

Applicant / Client

The Applicant who is eligible to initiate, request or apply for the service

/ End User The Applicant may be Individual or Business corporate.

Service Service provided by MOHAP to the applicants.
Process is set of activities and steps with start and end you have to do to complete the
process as

Process

New attestation request: Applicant submit request, MOHAP take action - Applicant

respond to any enquires --> status Done / Completed

*means new or mandatory

Internal User

MOHARP Staff

External User

Non MOHAP Staff

7 of 19

Ministry of Health & Prevention - UAE, all rights reserved



User Management —End User Manual — Version 1.0

5 Business & System Overview

User management has been developed by IT Department in order to be used by all e Services for the below
purposes

e User account management: create account, change password -forgot password- and forgot user name.
e User login authentication for both external and internal users.

e User Profile information for Corporate (Establishments) and Individuals which used by all services to

obtain user identifications, demographic information, contact information and identities documents.

e Administration of users, services, roles, roles privileges, roles assignments to services and service pages,

user roles assignment, etc,; will be not be covered in this document.

o The services listed at the Services in the scope.

5.1 Document Purpose

The purpose of this document is to guide the end users, how to use the system.
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6 Scope of work

6.1 Entities in the scope:

e Individual End User or customer — e.g. Patients or medical professionals requesting evaluation
e Business End User or customer — e.g. Medical or pharmaceutical establishments subject to the Ministry's
license.

®  Ministry Staff Officers, Licensing Committee, Inspectors etc.

6.2 Services in the scope

Fees Service Name dasdl) ac #
0 User Sign Up PRESNON| g FEN 1
0 User Login PRESNON| R PER R W 2
0 Forgot password — Change Password el ALlS et o gl AWS st Ja 3
0 Forgot user name padbal) anl Gy Ja 4

Brief Description Responsibility
. External users - Applicants
User Sign Up — Create User create account, fill the user profile )
1 ) ) ) - ) Establishments and
user Account information and attach the identities copies o
individuals
User enter user name, password, domain if Internal users - MOHAP
2 User Login ) )
applicable and press login button Staff
Forgot password — ] ) ) ) External users - Applicants
3 Users receive change password link to their email
Change password
All users
4 Forgot user name System help user to remember the user name

6.3 User Roles and Definitions
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S. No. Role Description Functions
v' Login to System.
External The Originator or v’ Forgot password / Change password.
1
User Applicant v’ Forgot user name.
v’ Create New Account, enter and edit profile information..
v Login to system using domain user, password and domain
Internal MOHAP Domain
1 name.
User User
v Forgot user name
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7 Using the system

7.1 Navigate to the Login Page

Follow the below few steps to access the login Page of the MOHAP e Services

1. Go to the official website of the Ministry of Health www.mohap.gov.ae

2. Click “Register / Login”

3. Alternatively skip directly to the login page using the link https://smartforms.moh.gov.ae:444/?lang=en
4. The login page appears

5. Through this page you can do the following

5.1 Login to the System

5.2 Create New Account

5.3 Forgot Password
5.4 Forgot User Name

Navigate to the login page

https://www.mohap.gov.ae/en/Pages/default.aspx

|t

N

at the MOHAP Home Page click “Register / Login”

B UNITED ARAB EMIRATES
MINISTRY OF HEALTH & PREVENTION
@ Register/Login

o
‘n

HOME ABOUT US ~ SERVICES ~ E-PARTICIPATION ~ MEDIA CENTER ~ OPEN DATA

3 | Or Skip directly to the login page https://smartforms.moh.gov.ae:444/?lang=en

()

i §

User Mames

| tarekgamal| |

Password

Windows User Login
Create New Account
Forgot Password
Forgot User Mame
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7.2 Login to the System

You should have account to login, see Create New Account .

Follow the below few steps to login to MOHAP e Services

1. Navigate to the Login Page.

2. Login
2.1 External User: Enter user name, Password and click login button, if you have username, account.
2.2 MOHARP Staff: Click on ‘Windows User Login’ link on the above screen then enter the user name,
password, domain name then push the “Windows User Login” button as in the below screen.

3. Push the required service icon to start using it.

ar

User Mame

| tarekgamall |

Password

AEEREREEEEEES

Windows User Login
Create New Account
Forgot Password
Forgot User Mame

External Users: Enter user name, Password and click login button, if you have username, account
2 | MOHAP User: Click on ‘Windows User Login’ link on the above screen then enter the user name, password,

domain name then push the “Windows User Login” button as in the below screen
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User Mame

tarigj
Password
Domain
mohgow
wWindows User Login
Login

Create Mew Account
Forgot Password
Forgot User Name

3 | Push the required service icon to start using it.

O

Complaints and Grievances
Complaints and Grnievances system

"

w
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7.3 Create New Account

This step is only suitable for external user only, one time only.

If you are a new user - you do not have a user account for the ministry systems - you must create a user account in

order to benefit from the ministry's e-services.

If you already have an account, skip to Login to the system

Create New Account — Sign Up

1 Navigate to the Login Page.

2 Click ‘Create New Account Link’

User Name
) Password

.I_'. o q
£ Create New | U::mD\i/
Forgot Password

2 | Enter all required information to sign up in the signup page
Click Create Account
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# ‘ Create New Account — Sign Up ‘

2 .
> Sign Up
Login Information
User Mame *
User Group * Select |Z|
Email
Password *
Verify Password *
User Information
First Mame *
Middle Name
Last Mame =
Cell Number
Address *
Country * Select |Z|
City Select |E|
Ared Select IZI
Identity * Select IZI
Attachment Mo file selected.
Two Factor L If vou need to have additional security at login, than enable this option
Authentication
Word Verification: =
N Click Here Create Mew Account Cance]
—_— e
3 | After Completion of the registration steps, the following alert will show to confirm that the records saved
successfully and an Email has been sent for activation.
3 | Signup
Record Saved Successfully and Email has been sent to User For Activation
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# ‘ Create New Account — Sign Up

4 Click on the link in activation E-mail to activate the account

Account Activation

Please open below url to activate your account in system
http://dxbmohk21:100/ActivateUser.aspx?Guid=e1a9253f-e7ec-44a5-9d66-d76b61d371ee |
ffes= T
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7.4 Forgot Password

This option is suitable for External users

1 Navigate to the Login Page.

Click Forgot password link
Enter the user name and the word verification then click reset

You will receive reset link into your email , click it to enter your new password

&

g |
User Mams

‘ tarekgamal| ‘

Password

ARRREEEEEE R

Windows User Login
Create Mew Account

Forgot Password

orgot User Name
User Management

Forgot Password

&

User Name

Word Verification:

_ E
.
Cancel
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7.5 Forgot User Name

This option is suitable for all users

# ‘ Forgot User Name

1 Navigate to the Login Page.

Click “Forgot User Name” link

System will show part of your user name

Do you Still cannot remember it? Click on your user name

Enter the your registered email and push the button “Get User Name”

You will receive the complete user name into your email.

(@

User Mame

| tarekgamal| |

Password

AEEREEEEEEEES

Windows User Login
Create New Account

Forgot Password
orgot User Name

User Management

Forgot User Name

Email

Get User Name Cancel

Click on your User Name

phwrr**1
User Management

Forgot User Name

Selected User Name: ph™**1
Word Verification:

{ 9NDU| }
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User Name has been sent in email Successfully m
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